
Collaborative Learning Discussion 2 

We (Group2) have performed several scanning processes on the Amazon Web Services 
(AWS) server provided by the opposite team (Group3). We have tried many of the 
standard tools used for network scanning to understand the network topology. The results 
returned by each tool are explained below. 

First, we used NSLOOKUP to find the server’s IP from the URL provided.

 

WHOIS was used to find out the ownership of the IP address. This tool allows users to 
query the details for an IP that is registered to the American Registry for Internet Numbers 
(ARIN, n.d.). 
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Traceroute works by sending Internet Control Message Protocol (ICMP) packets to the 
destination system. The ICMP packets provide information about whether every router 
involved in the transfer gets these packets (Fortinet, n.d.). For the test exercise, first, we 
checked if the destination system responds to ICMP packets. 

 
 
 

Then we used tracert to evaluate the details about the hops traversed while reaching the 
destination server. It took 20 Hops to reach the server. Intermediate hops responded with 
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Request Timed Out, which suggests that ICMP packets are disabled between those hops. 
The last hop confirms that the trace-route requests were responded to by the destination 
server. 

 
 
 

Nmap is an open-source tool used to scan available hosts on the network, the services 
they offer, the OS on which they are operating and the firewall that they are currently 
using (NMAP, n.d.). As seen below, the tests performed on the provided AWS server 
show that the only ports found open were the ones we expected for, i.e., ports 80 (HTTP) 
and 22 (SSH). Unfortunately, the Apache server version couldn’t be revealed, perhaps 
because of some security measures. 
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As TCP protocol works on 3-way handshake; the handshake is initiated by the client using 
TCP SYN. We generated TCP SYN for each port (1 - 65535) towards the destination 
server using NPING “nping -tcp-connect nismphp-env.eba-wj5kp8st.us-east-
1.elasticbeanstalk.com -p1-65535 -c 1”, and found out that out of all the attempts only 3 
ports responded. An interesting note worth mentioning is the fact that the port 443 
(HTTPS) was spotted only by using TCP SYN scan and not nmap tool.  
 
22 - SSH (Connection Established) 

 
80 - HTTP (Connection Established) 
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443 - HTTPS (responded with RST) 
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