Collaborative Learning Discussion 2

We (Group2) have performed several scanning processes on the Amazon Web Services
(AWS) server provided by the opposite team (Group3). We have tried many of the
standard tools used for network scanning to understand the network topology. The results
returned by each tool are explained below.

First, we used NSLOOKUP to find the server's IP from the URL provided.

kali@kali: ~

File Actions Edit View Help
— -[~]
nslookup nismphp-env.eba-wj5kp8st.us-east-1.elasticbeanstalk.com
Server: 192.168.109.2
Address: 192.168.109.2#53

Non-authoritative answer:
Name : nismphp-env.eba-wj5kp8st.us-east-1.elasticbeanstalk.com

Address: 35.175.70.228

WHOIS was used to find out the ownership of the IP address. This tool allows users to
guery the details for an IP that is registered to the American Registry for Internet Numbers
(ARIN, n.d.).
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OrgRoutingHandle: ADR29-ARIN

Traceroute works by sending Internet Control Message Protocol (ICMP) packets to the
destination system. The ICMP packets provide information about whether every router
involved in the transfer gets these packets (Fortinet, n.d.). For the test exercise, first, we
checked if the destination system responds to ICMP packets.

Ls

[sudo] password for kali:

Starting Nmap 7.91 ( https://nmap.org ) 2021-06-0;

Nmap scan rep for nismphp-env. W .us-east-1.elastichbeanstalk.com
Host is up ( 2s 1a

rDNS y 79,7 75-70 .compute-l.amazonaws.com
Not sh ! 1

PROTOCOL 5

1 open icmp

3] open tcp

Nmap done: 1 IP address (1 host up) scanned in 4.63 seconds

Then we used tracert to evaluate the details about the hops traversed while reaching the
destination server. It took 20 Hops to reach the server. Intermediate hops responded with
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Request Timed Out, which suggests that ICMP packets are disabled between those hops.
The last hop confirms that the trace-route requests were responded to by the destination

server.
C:\Users\chawlav>tracert 35.175.70.228

Tracing route to ec2-35-175-7@-228.compute-1.amazonaws.com [35.175.78.228]
over a maximum of 3@ hops:

4 ms 4 ms 4 ms
16 ms 13 ms
ms 17 ms s winn- -2a-xe-121-0.network.virginmedia.net [62.253.123.158]
Request timed out.
6 ms 27 ms

Request tim
94 ms 93 ms 93 ms UuS- lUlb rdz ae-9-8.ao - 4. 140.170]
20 ms ms 185 ms U .aorta. 1.116.130.174]

9 =~ O L s b RS

@ ms 102 ms -
’ Request tlmed T
Request timed
@1 ms 1@ s 52.93.28.206
’ Request timed
Request timed
Request timed o
Request timed o
Request timed o
Request timed
Request timed
106 ms 108 ms 108 ms ec2-35-175-70- 223 compute-1.amazonaws.com [35.175.70.228]

Trace complete.

Nmap is an open-source tool used to scan available hosts on the network, the services
they offer, the OS on which they are operating and the firewall that they are currently
using (NMAP, n.d.). As seen below, the tests performed on the provided AWS server
show that the only ports found open were the ones we expected for, i.e., ports 80 (HTTP)
and 22 (SSH). Unfortunately, the Apache server version couldn’t be revealed, perhaps
because of some security measures.

[jﬁ 3-:~IDesktop:

Starting qup 7 91 ( . ; org ) at 2021-86-@7 i EDT
Nmap scan report for 3 79-7 .C te-1.amazonaws.com (35.175.70.228)
Host is up (@.14s 1;
Not shown: 998 filtere
PUET STATE SERVICE VERSION
ssh OpenS5SH 7.4 (protocol 2.8)

=05 EED 5519I

80/tcp gpnn http
| http-server-header: Apathn

Service detection performed. Please report any inc t results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 3 seconds




Collaborative Learning Discussion 2

[~/Desktop]

Host is up (@.14s 1;

Not shown: 998 filtered ports

PORT SERVICE VERSION
/ : tep .

ecution failed (use -d

S de 1 erformed. 1se report any incorr Ie a nmap.org,/subm
Nmap done: 1 IP address (1 host up) scanned in 51.10

( |- ~/Desktop ]
Y

As TCP protocol works on 3-way handshake; the handshake is initiated by the client using
TCP SYN. We generated TCP SYN for each port (1 - 65535) towards the destination
server using NPING ‘“nping -tcp-connect nismphp-env.eba-wj5kp8st.us-east-
1.elasticbeanstalk.com -p1-65535 -¢ 7”, and found out that out of all the attempts only 3
ports responded. An interesting note worth mentioning is the fact that the port 443
(HTTPS) was spotted only by using TCP SYN scan and not nmap tool.

22 - SSH (Connection Established

nismphp-env.eb

.91 ( http /nmap.
CP Handshake >
with nismphp

LELLEELS

rtt: 121
TCP connection
Nping do

th nismphp-en
CP Handshak
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443 - HTTPS (responded with RST)
i

nismphp-env.eba-wjSkp8st.us-east-1.elasticheanstalk.com

onnections: @ | Failed: 3 (100.
econds
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