Network — Vulnerability Scans

Through this interesting task, | was exposed to a vast amount of network tools like PING /WHOIS /
TRACEROUTE or TRACERT (Windows) / DIG / NSLOOKUP and so on.

Microsoft Windows [Version 10.8.19843.1855]
(c) Microsoft Corporation. All rights reserved.

C:\Users\User_5501>nslookup nismphp-env.eba-wjSkp8st.us-east-1.elasticbeanstalk.com
Server: one.one.one.one
Address: 1.1.1.1

Non-authoritative answer:
Name : nismphp-env.eba-wj5Skp8st.us-east-1.elasticbeanstalk.com
Address: 35.175.70.228

C:\Users\User 55@1>ping 35.175.70.228

Pinging 35.175.70.228 with 32 bytes of data:

Reply from 35.175.70.228: bytes=32 time=122ms TTL=220
Reply from 35.175.70.228: bytes=32 time=122ms TTL=220
Reply from 35.175.70.228: bytes=32 time=122ms TTL=220
Reply from 35.175.70.228: bytes=32 time=122ms TTL=220

Ping statistics for 35.175.70.228:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 122ms, Maximum = 122ms, Average = 122ms

C:\Users\User 55@1>tracert 35.175.70.228

Tracing route to ec2-35-175-70-228.compute-1.amazonaws.com [35.175.70.228]
over a maximum of 3@ hops:

2 ms 3 ms speedport-entry-2i.ote.gr [000 0 1]
16 ms 9 ms i 80.106.125.100
11 ms 11 ms i nyma-asr99b-terp-asr9ka.backbone.otenet.net [79.128.241.141]
11 ms 8 ms 62.75.3.117
50 51 ms 62.75.6.102
50 50 ms 217.161.90.229
ms ae32-xcr2.nyk.cw.net [195.2.8.46]
ms 52.95.216.78
ms 52.93.4.83
ms 52.93.4.28
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
150.222.243.201
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
52.93.28.240
Request timed out.
Request timed out.
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35.175.70.228

5l

ARIN WHOIS data and services are subject to the Terms of Use
available at: https://www.arin.net/resources/registry/whois/tou/

If you see ipaccuracies in the results, please report at
https://wm .arin.net/resources/registry/whois/inaccuracy_reporting/

Copyright 1997-2821, American Registry for Internet Numbers, Ltd.

NetRange: 35.152.8.8 - 35.183.255.255

CIDR: 35.152.9.0/13, 35.160.0.8/12, 35.176.0.0/13
NetName : AT-88-7

NetHandle: NET-35-152-0-8-1

Parent: NET35 (NET-35-0-2-0-0)

NetType: Direct Allocation

OriginAs:

Organization: Amazon Technologies Inc. (AT-88-Z)

RegDate: 2016-08-09

Updated: 2016-08-09

Ref: https://rdap.arin.net/registry/ip/35.152.0.0

Orglame : Amazon Technologies Inc.

Orgld: AT-88-7

Address: 410 Terry Ave N.

City: Seattle

StateProv:

PostalCode:

Country:

RegDate: 2011-12-08

Updated: 2020-83-31

Comment : All abuse reports MUST include:

Comment : #* src IP

Comment : * dest IP (your IP)

Comment : * dest port

Comment : * Accurate date/timestamp and timezone of activity
Comment : * Intensity/frequency (short log extracts)

Comment : * Your contact details (phone and email) Without these we will be unable to identify the correct owner of the
IP address at that point in time.

Ref: https://rdap.arin.net/registry/entity/AT-88-Z

OrgRoutingHandle: ADR29-ARIN

[j_. do tracer 35.175.70.228
[sudo] password for kali:
traceroute to 35.175.70.228 (35.175.70.228), 30 hops max, 6@ byte packets

192.168.109.2 (192.168.109.2) ©0.840 ms ©@.793 ms ©.773 ms

192.168.1.1 (192.168.1.1) 3.174 ms 3.156 ms 4.584 ms

80.106.125.100 (80.106.125.100) 11.213 ms 11.186 ms 11.084 ms

nyma-asr99b-terp-asr9ka.backbone.otenet.net (79.128.241.141) 11.858 ms 12.931 ms 12.899 ms

62.75.3.117 (62.75.3.117) 12.873 ms 12.817 ms 12.758 ms

62.75.6.102 (62.75.6.102) 54.666 ms 51.026 ms 50.960 ms

217.161.90.229 (217.161.90.229) 68.502 ms 53.606 ms 53.529 ms

ae3d2-xcr2.nyk.cw.net (195.2.8.46) 121.579 ms 121.551 ms 121.518 ms

52.95.216.78 (52.95.216.78) 121.465 ms 121.399 ms 121.353 ms

52.93.4.83 (52.93.4.83) 121.315 ms 121.281 ms 121.261 ms

52.93.4.28 (52.93.4.28) 138.251 ms 119.742 ms 119.586 ms

* & &

150.222.242.90 (150.222.242.90) 127.173 ms 127.045 ms 127.696 ms

* & &

* & %

* & %

* & &

.222.241.183 (150.222.241.183) 126.629 ms 125.962 ms 125.508 ms
*

* ¥ * * * * ¥ * ¥
* ¥ * * * * ¥ * ¥
* * * * * * ¥ ¥

*

52.93.28.240 (52.93.28.240) 127.072 ms 125.659 ms 125.538 ms
* ok ok




Ls dig 35.175.70.228

i <<>> DiG 9.16.15-Debian <<>> 35.175.70.228
; global options: +cmd
; Got answer:
: —»HEADER<%— opcode: QUERY, status: NXDOMAIN, id: 50085
; flags: gr rd ra ad; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; MBZ: ©x0005, udp: 1232
:; QUESTION SECTION:

735.175.70.228. IN A

;3 AUTHORITY SECTION:
- IN SOA a.root-servers.net. nstld.verisign-grs.com. 2021061800 180@ 900 604800 86400

;3 Query time: 56 msec

;; SERVER: 192.168.109.2#53(192.168.109.2)
;3 WHEN: Fri Jun 18 1@:@5:4@ EDT 2021

7+ MSG SIZE rcvd: 117

Setting up and using Kali Linux on a virtual machine while using the plethora of pre-installed and
additional tools was an intriguing experience that made me understand basic network functionalities
and protocols in a more practical way.

NMAP was my first reconnaissance tool, although it is also considered a valuable vulnerability scanner.

Using tools only with Kali’s command line was also a significant knowledge that advanced my experience
with Linux OS.

,_— ~[~/Desktop]
i} 35.175.70.228

Starting Nmap 7.91 ( https://nmap.org ) at 2021-06-07 16:33 EDT

Nmap scan report for ec2-35-175-7@-228.compute-1l.amazonaws.com (35.175.70.228)
Host is up (@.14s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

22/tcp open tcpwrapped

| _ssh-hostkey: ERROR: Script execution failed (use -d to debug)

80/tcp open tcpwrapped

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 51.10 seconds

iy

|- ~/Desktop ]

L— -[~/Desktop]

i] 35.175.70.228
Starting Nmap 7.91 ( https://nmap.org ) at 2021-06-07 16:32 EDT
Nmap scan report for ec2-35-175-78-228.compute-1.amazonaws.com (35.175.70.228)
Host is up (@.14s latency).
Not shown: 998 filtered ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4 (protocol 2.0)
| ssh-hostkey:
| 2048 8a:1c:38:8b:0Pe:2e:dd:29:29:77:19:eb:2f:12:59:5d (RSA)
| 256 a%:c2:c7:4f:f5:9c:4c:1f:ec:f9:18:38:dc:@04:38:94 (ECDSA)
|_ 256 ab:@d:f6:d7:56:e5:ad:f9:89:cd:69:eb:00:56:d3:95 (ED25519)
80/tcp open http Apache
|_http—server—header: Apache

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 113.20 seconds

Tools like Nikto, OpenVAS and OWASP ZAP were also vital to this project, adding value and efficiency to
this effort.
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Summary

The remotn 554 Larver is configuned to allow weak encryptio

Detection Result

The following weak client-to-server sncryption algerithes are spported by the resate service:
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Despite the limited services and vulnerabilities presented in the web server for further analysis, | also
utilized Metasploit to exploit any SSH possible vulnerability. Unfortunately, this effort did not give any
results.

Name ing Reguired

for a host
one per host)

ed by space, one pair per line

t USERNAME root

FILE fusr/sh
ordlist

Finally, a DoS attack with the hping3 tool (flood mode from random IPs) was succeeded, and that was
maybe the most exciting part that | witness through this assessment. Only one line of code could make
the web server unreachable while the script was running.

5.175.70.228 (eth@
in flood mode, no rep
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This page isn't working at the moment

nismphp-env.eba-wjSkp8st.us-east-1.elasticbeanstalk.com can't currently handle this request.
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