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Nmap scan report for 10.10.109.48

e A classic reconnaissance tool for host and services STATESERVICE_ VERSION

open ssh OpenSSH 7.2p2 Ubuntu dubuntu.4 (Ubuntu Linux: protocel 2.0)
discovery.

5519)

e The majority of the pentesters use it for the very

pe X - 4.X (workgroup: WORKGROUF)

O 5 Thumtu {workgroup: W CGROLT

first steps of the process B0 ey open s Apsebearv Py

R St " HEAD POST OPTIONS
pache Tomeat 9.0.7
E le’s commands explained : e Apahe o907
xample's co P : Host: BASICZ: OS: Linus; CPE: cpet/oclinuxclinus_kemel
. . um":ml 1h19mS7s, deviation: ; di

e nmap -sC --> Performs a script scan using the default set : NetBI0S namc: BASIC2, NtBIOS wser: <unkaown>, NetBIOS MAC: <unka

Ty
H | 108: Windows 6.1 (Samba 4.3, 11-Ubuntu)
0] f SCri p t S | Computer name: basic2
| NetBIOS comy
| Domain nam

e nmap -sV --> Probe open ports to determine services

e nmap -oN --> extracts the terminal’s result to a grepable - message_signing: isabled (dangerous, bu default)

| sml?ijwril_\'-mode:
fO rm (Xm I y tXt or h t m I) l 2.:;‘;_1‘93-: signing enabled but not required

25T13:13:29
|_ start_date: N/A

Service detection performed. Please report any incorrect results at https:/nmap.org/submit/ .
# Nmap done at Tue May 23 09:13:35 2021 -- 1 [P address (1 host anned in 17,15 seconds
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OpenVAS Creentone
Is an open source Vulnerability Assessment Scanner

e It is not considered an intrusive way of scanning
because it doesn’t send malicious payloads that
could cause a disruption

e Summary and Impact Description
e Produces an extended report per host and matches
CVE ID for every vulnerability, providing suggestions

to mitigate the vulnerability

e Further manual testing could focus on points already
highlighted by OpenVAS

Group 2

2 RESULTS PER HOST

2.3.1 Medium 8002/tep

Medium (CVSS: 4.3)
NVT: 8SL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection

Summary
It was possible to detect the usage of the deprecated TLSv1.0 and/or TLSv1.1 protocol on this
system.

Vulnerability Detection Result

In addition to TLSv1.2+ the service is also providing the deprecated TLSvi.0 and
«s TLSvl.1 protocels and supports one or more ciphers. Those supported ciphers c
«~+an be found in the ’SSL/TLS: Report Weak and Supported Ciphers’ (0ID: 1.3.6.1.
—+4.1.26623.1.0.802067) VT.

Impact

An attacker might be

between clients and the s

connection.

Furthermore newly uncovered wulnerabi
ANYMOe.

Solution:
bolutlorl type: Miti
sble the deprecated TLSv1L.0 and/or TLSv1.1 protocols in favor of the
> the references for more information.

The TLSvLO and TLSv1.1 protocols containing known eryvptographic flaws like:
CVE-2011-3389: Browser Exploit Against SSL,/TLS (BEAST)

- CVE-2015-0204: Factoring Artack on RSA. -EXPORT Keys Padding Oracle On Downgraded

Legacy Encryption (FREAK)

Vulnarablhty Detection Method
< used TLS protocols of the services provided by this system.

Deprecated TLSv1.0 and TLSvl.1 Protocol Detection

+ . CONLINUES ON Next




Additional tools we have also take under consideration:
e Dirbuster / Gobuster
e sqlmap

e Command Injection / XML External Entity

DISCLAIMER:
Not sure if this type is allowed because it may be against aws

policy
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Madbus, SEP2, DNP3, HTTP, IEC 61850,
APPLICATION CIM, ICCP, BACnet, OpenADR, GOOSE
PRESENTATION I CIES .0 AN EIE el APPLICATION || pata
protocols
NFS, SQL, SMB, RPC, P2P
nneling, SCP, SDP. SIP, H.323

TRANSPORT Segments
INTERNET

NETWORK Bits and

RS 232, UTP cables (CAT 5, 6), INTERFACE LA
DSL, Optic fiber

W hy does the Internet use TCP/IP and not the OSI stack ?

OSI Model was developed as a theoretical model in an attempt to streamline and define various
data networking functions. On the other hand, TCP/IP stack was used by the DoD to implement
protocols practically, by adhering the simplicity principle. This required merging/coupling of layers
with higher interdependencies, thus decreasing avoidable complexities.

Ethernet

“Increased layering can quickly lead to violation of the Simplicity Principle. Industry
experience has taught us that increased layering frequently increases complexity and hence
leads to increases in OPEX, as Is predicted by the Simplicity Principle” (RFC 3439).

References:
https://datatracker.ietf.org/doc/html/rfc3439#section-3
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